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ABSTRACT

A sharp rise in illicit online pharmacies (IOPs) over the last decade poses significant
threats to public health and safety because the unregulated medicines sold are
often of inferior quality with no active ingredients or contain harmful chemicals.
American consumers provide a major market for online pharmacies, of which 95%
operate with flagrant disregard for the law [1, 2]. This article is based on research
conducted by the authors analyzing hundreds of online pharmacies, with particular
attention to the payment methods used by IOPs, a problem not previously
examined in depth in other studies of online pharmacies. The research concluded
that the predominant payment method was cryptocurrency, followed by credit
cards and third-party payment processors. Use of cryptocurrency on a significant
scale is often indicative of financial crime. We observed significant growth of illicit
activity during the pandemic and IOPs followed the same trend as customers
turned increasingly to online platforms for all forms of purchases. Unfortunately,
the problem of dangerous and substandard medicines sold through IOPs continues
on a massive scale in the post-pandemic era. New and dangerous products have
joined the offerings initially studied, including counterfeit oncology drugs, weight
loss drugs, and other newly developed medicines added to the profiles of 10Ps.
Therefore, IOPs are an increasingly pervasive form of illicit trade undermining
human, national, and international security as well as intellectual property rights,
and are often facilitated by an unaware and sometimes complicit financial
community.
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1. Introduction

The entry of counterfeit medicines into global supply chains is a serious problem, but their penetration occurs
through different methods in different parts of the world. In developing countries in Africa, as well as in other
regions of the less economically developed world, corruption is a major facilitator of the entry of counterfeit and
inferior drugs into the market [29]. In these areas where regulation is weak, there are limited controls and facilitation
payments come directly from the sellers of inferior and counterfeit drugs into the marketplace. INTERPOL has run
numerous coordinated seizures of massive amounts of counterfeit drugs through its Pangea operations. In the 16th
iteration of Pangea between December 2024 and May 2025, 123 criminal groups worldwide were dismantled as an
INTERPOL-coordinated operation across 90 countries, resulting in the seizure of 50.4 million doses of illicit
pharmaceuticals worth USD 65 million [4].

Online marketplaces have facilitated the entry of some of these illicit medicines as the Pangea XVl announcement
points out, but the sale of medical drugs through online platforms is a particular problem of the developed world.
The data that form the basis for this study consist primarily of information from websites that target the US
customer base because of the great demand for affordable medicines. But there is also extensive documentation
of the entry of counterfeit and inferior medicines by means of online platforms to other developed countries [5].
The actors behind IOPs are often criminal networks less reliant on corruption than the purveyors of counterfeit
drugs in Africa and elsewhere, where local officials may be bribed by pharmaceutical companies to ensure the
distribution of their goods [6], as well as by counterfeit sellers who distribute inferior goods in marketplaces and
through pharmacies.

This article particularly focuses on online illicit marketplaces that target American consumers as they are the
largest online purchasers. The United States is the main consumer for online pharmacies, representing the highest
proportion of traffic to both legal online providers (97%) and IOPs (60%) among all countries [3]. IOPs, many allegedly
operating out of Canada [7], now dominate the market for online medicines in the United States and are accessed
in other countries to a lesser degree [8, 9, 10]. The absence of affordable insurance for medicines and the high cost
of prescription drugs means that many Americans turn to IOPs that offer medicines at more affordable prices for
many different illnesses such as diabetes and cancer, hypertension, including diverse oncology drugs, insulin, and
mental health prescriptions. The high proportion of US consumers relative to online purchasers was also observed
by McCoy, Krebs and others in their examination of the spam that directed customers to illicit pharmaceutical
affiliate networks (and other illicit supply chains) that provided access to drugs of choice such as Viagra. Based on
customer shipping addresses, McCoy et al. determined that across GlavMed and Spamlt programs, customers from
the United States dominated 75% of orders, with Canada, Australia, and populous countries in Western Europe
following in single digits [11]. This has also been identified by the EU Intellectual Property Agency as a problem in
European countries. Recent research in the UK by a governmental agency reveals that online purchases with
cryptocurrency have become a problem there as well [13].

"Illicit online pharmacies (IOPs, also known as illegal, illegitimate or rogue online pharmacies) are websites that
violate regulations by selling counterfeit, adulterated or unapproved drugs or dispense prescription drugs without
a valid prescription. IOPs do not meet national or international pharmacy regulations, nor have IOPs been subjected
to the requisite regulatory review, licensure and/or certification." [1]. These often-harmful purveyors of
pharmaceuticals now represent 95% of online pharmaceutical drug sales. Most are deceptive, often including
photographs of doctors and medical personnel to give them an air of legitimacy [1]. They offer purchasers
medicines, often at highly competitive prices, and most consumers are not aware that they may be buying an
inferior or even dangerous counterfeit product, or one transported under inappropriate conditions with no concern
for temperature control or other required transport procedures. The patients’ ignorance is compounded by the fact
that many doctors are incapable of identifying harmful online providers for their customers [9].

The products purchased through I0Ps can have harmful and even deadly consequences [41] as they may be
selling products with no active pharmaceutical ingredient (API) or less API than would be present in an authentic
product. Some |IOPs may be selling diverted authentic goods which may have been improperly handled, transported,
or stored. They may also offer products that have expired. In the worst cases, these medicines may have deadly
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elements such as fentanyl or harmful non-addictive chemicals added to their product [15]. The products on these
sites are not associated with and monitored by established and reputable, or licit, pharmaceutical companies such
as Walgreens or other known licit online pharmaceutical distributors. Vendors/sellers also try to mimic or
/impersonate the websites of known brands such as Walgreens. This increases the possibility that an
unsophisticated consumer will be exposed to inferior or dangerous products to treat diverse diseases where the
substitution of these low-quality drugs or harmful counterfeit drugs without any or minimal actual active ingredients
may result in dangerous side effects or life-threatening consequences [14].

China, Hong Kong, and India have been identified as the source of many of the products, or the precursor
chemicals for products, sold on IOPs [16]. Many pharmaceuticals sold on the IOP market are produced by companies
in India that specialize in generics [17]. Turkey has also recently entered into the market as a seller of counterfeit
oncology drugs as well as drugs for life-threatening conditions [18, 19]. These countries have much more lax
regulation of their chemical and pharmaceutical industries and domestic corruption may contribute to their global
distribution. Sometimes, the products sold on IOPs are produced during third shifts of generic producers [16].

The Census Bureau's Annual Retail Trade Survey (ARTS) reported that e-commerce sales increased by $244.2
billion or 43% in 2020, the first year of the pandemic, rising from $571.2 billion in 2019 to $815.4 billion in 2020 [22].
The lockdowns of many distributors of pharmaceuticals and the disruption of supply chains during the COVID-19
pandemic, also contributed to a sharp rise in online purchases of medicine and other health products including
safety equipment such as medical masks. During the COVID-19 pandemic, customers also looked for lvermectin, a
parasite drug, as well as other medicines that were touted as a COVID-19 treatment but were not approved by US
government agencies for treatment [23] sending some consumers to online marketplaces where these products
were advertised. Enhancing the risk of engaging with these marketplaces was that corruption undermined the
integrity of supply chains [20] as shortages of needed goods reduced oversight, thereby increasing the availability
of falsified and substandard products [21]. At the same time that quality controls went down, purchases went up.

In addition to the increase in online trade, consumers were also less likely to conduct proper due diligence and
research into the authenticity of products, including medicines, due to supply chain disruptions and the lack of
availability of products. Some IOPs employ deceptive practices such as displaying images of medical professionals,
professional profiles, official trademarks, and various forms of publicly available information to create an
appearance of legitimacy, thereby making it more difficult for consumers to distinguish between legitimate and
illegitimate internet pharmacies [44]. Also, a large percentage of doctors surveyed were found unable to help their
patients differentiate between a legitimate provider of drugs and a website that might place them at risk of acquiring
counterfeit medicines. These factors led to an even more dangerous pharmaceutical market in which 10Ps
capitalized on the chaos of the COVID-19 pandemic to enter their illicit products into legitimate supply chains [1][9].

Tracking and disrupting IOP websites presents substantial challenges. Many webpages serve primarily as entry
points designed to attract customers and function as promotional or advertisement portals. In contrast, the
webpages used for browsing and purchasing counterfeit medicines are often developed as modular software
components, allowing operators to rapidly redeploy them across multiple domain names and hosting servers. Data
collection and investigative efforts indicate that website takedown strategies are frequently ineffective, as operators
can acquire a new domain name for approximately $300 and redeploy a replacement website within minutes.
Payment webpages, however, are typically facilitated by third-party payment service providers. Consequently,
tracing payment portals and associated financial channels may offer a more effective avenue for disrupting IOP
operations than traditional website takedown approaches. This is key as we are dealing with a form of financial
crime selling needed medical goods of dangerous or inferior quality, often by means of cryptocurrency closely
associated with criminal networks [30].

Most existing literature on illicit online pharmacies [24] focuses on specific aspects of the problem such as public
health and safety, policy and regulation, marketing and law enforcement issues [21]. There has been much attention
to the sale of counterfeits in both the developing world and in online marketplaces. There has, however, been
limited attention paid by the academic literature to the financial payments associated with IOPs, which is the focus
of this article.
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Following the money is key because law enforcement has long discovered that one of the major ways of
incapacitating illicit actors is to deprive them of their revenues. Furthermore, the platforms that host the IOPs are
not sufficiently vigilant in addressing the identity and intentions of the sellers who use them. Therefore, to
successfully disrupt IOPs, it is necessary to understand how they receive payments from customers. The existing
literature on illicit supply chains notes that this illicit activity needs facilitators from the legitimate economy to
operate [25]. The most common form of payment advertised for IOP purchases are cryptocurrencies, particularly
bitcoin, but trade is also facilitated by a variety of actors from the more established legitimate economy including
credit card providers and wire transfers of financial institutions. Third-party payment processors such as PayPal and
Venmo also facilitate payments for online purchases in the US, thereby allowing harmful and dangerous products
to cross borders. In the UK, PayPal does not allow these purchases [27][28][24][29].

Unfortunately, as our research reveals, |OPs are skillful in obfuscating their revenues and financial flows, making
it harder to disrupt and limit their illicit trade [26]. As they have increasingly used cryptocurrencies for payments,
the financial flows are harder to detect, sanction sellers, or recover funds obtained from the sale of illicit products.
Even if the owners of the wallets can be determined after investigations, the money may have already been
transferred to jurisdictions where the funds cannot be recovered and only limited funds may be recovered from
identified wallets [12].

The monitoring of these illicit sellers is undermined by the illicit traders’ ingenuity in circumventing controls.
While international bodies such as The Internet Corporation for Assigned Names and Numbers (ICANN) and domain
registrars adhere and respond to filed abuse notices, this reactive process only addresses currently active domains
by suspending accounts. As a result, many IOPs adhere to a common business model. They easily re-establish their
businesses online after removal. This leads to what some experts call the “whack-a-mole” problem once a website
or domain is taken down for illicit activity, they simply pop back up under a different name or account and become
the registered owner. While regaining access to merchant accounts can also be time consuming, even high-risk
merchant accounts can be re-established within a few days.

2. Methods

IOP data collection ran from January 2021- July 2023, slightly after the World Health Organization (WHO)
determined the end of the COVID-19 pandemic in May 2023 [37]. The last payments collection date used for this
article was July 2023, although the authors have kept up with the trends identified in the online payment community.

This research expanded and complemented the work we were doing on counterfeit medical masks intended for
health care workers and emergency providers, which began intensively in February 2021. Almost all of these masks
were also sold online but through different websites than the ones analyzed in reference to medicines sold through
|OPs. In this way, we could expand our analyses of the consequences of the pandemic on diverse health products
in the e-commerce space.

The data collected on counterfeit medical masks was conducted in cooperation with 3M company, and we were
able to collect large amounts of data as complaints were made concerning the delivery of substandard products
and seizures were made internationally. Likewise, we were able to secure the support of Legit Script, a leading risk
compliance company in the pharmaceutical sector. The initial data collection was done through collaboration with
Legit Script and other specialists in illegal online medical sales. These subject matter experts provided background
and historical knowledge on the IOP trade and helped guide the collection and analysis of emerging patterns and
trends during the COVID-19 pandemic. They also helped to understand the attributes of I0Ps. This helped the
authors, assisted by NSF-funded undergraduate researchers, to collect over 1,000 domains, although only around
860 domains were determined to be advertising illicit pharmaceuticals after consultations with our Legit Script
partner and other risk specialists in the pharmaceutical health sector. Our identification of IOPs evolved over time.
Initially, we did a bulk search with Legit Script and Domain Tools that was conducted using keyword and domain
searches, but this led to some original domains that had been identified as problematic and had been blocked,
suspended, parked, or shut down. But this bulk analysis was not always useful to understand financial flows as
some of the 860 identified sites lacked payment information.
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Therefore, to focus more on illicit financial flows, we narrowed our analysis to the 407 websites that were visible
online from the start of the pandemic. This did not preclude the fact that they might be linked to other IOPs that
were operational before the pandemic. Examining IOPs in the pre-pandemic period revealed that there were
important similarities in the online presentations of pre- and post-pandemic era IOPs, suggesting the continuity of
|IOPs by the same owners. But continuity of illicit operators in the IOP space was not analyzed as it was outside the
primary focus of this analysis understanding the money flows of IOPs during the pandemic.

Over time, we refined our detection capacity and focused only on IOPs that were active during the pandemic.
Among the websites active during the pandemic, some had been established earlier and may have existed as early
as 2016 or earlier, changing owners or hosts over time. Others entered the marketplace only after the start of the
pandemic. We then identified whether the domain was a licit or illicit online pharmacy based on a variety of factors
including analysis of product descriptions, domain data and terms of service, company policies and information, as
well as other publicly available content such as images or identifying information.

Once an IOP domain was identified as an IOP, we used a variety of open-source or publicly available information
and domain analysis to find related or linked domains. The purpose of this analysis was to determine whether the
same company was using different online platforms to market its products. Indicators of common or related
ownership structures included, for example, similar emails, phone numbers and other attributes such as the use of
the same stock images. This research technique was also used in our identification of counterfeit medical masks
[34], as well as in subsequent research on the detection of fentanyl producers [35].

Key to our data collection for this project, in contrast with the fentanyl and counterfeit mask projects, was the
analysis of payment information. This payment information revealed the involvement of diverse legitimate
companies’ payment providers as IOPs sought to maintain an image of legitimacy, often identifying themselves as
Canadian or other falsely located pharmacies.

All 407 domains analyzed were examined to determine the types of financial payment methods that were
accepted, such as Cryptocurrency, Credit Card, Third Party (or peer-to-peer (P2P)) Payment Processing, Money
Transfer, Bank Transfer, and Gift Cards. Examples of subcategories of the above payment types include but are not
limited to: Cryptocurrency (Bitcoin, Ethereum); Credit Card (Visa, Mastercard, American Express); Third Party (PayPal,
Venmo, Cash App). The sampling for domains was not random, but rather based on those domains that explicitly
advertised payment methods, a limitation which could potentially product selection bias towards those websites
that have more payment method transparency. However, this study was designed to examine observable payment
ecosystems rather than estimate the prevalence of all IOP payment behaviors across the broader online
marketplace. Despite the value in identifying accepted payment methods by I0Ps, another limitation worth noting
is the inability to observe what payment methods are actually used or if transactions are completed successfully
either generally or for specific payment methods. The breakdown of these payment methods will be discussed in
the following section on results.

3. Results

This section provides an overview of IOP payment patterns revealing a key element of the business model of
these illicit pharmacies. It then takes a deep dive into payment methods used by customers. Given the large number
of websites that offered sales through bitcoin, not a traditional payment method on websites for medicines, there
should have been greater concern among buyers as to the reliability of the sellers. Analysis by Chainalysis in 2024
has shown that many counterfeit medical producers listing their products online accept crypto as well as more
conventional payment types. In many cases, it is unclear whether pharmaceutical shops are selling legitimate
products diverted from the legal supply chain or generic medical products branded as legitimate. Regardless, actors
selling these products in exchange for crypto are harming the intellectual property rights of legitimate
pharmaceutical companies [12].

It should be noted here that though the data collection for this study was conducted during 2021-2023 and the
cryptocurrency ecosystem has evolved in terms of payment technologies and enforcement mechanisms. More
recent public reporting by organizations such as Chainalysis, INTERPOL, Europol, and regulatory agencies
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acknowledges these evolving payment technologies and enforcement mechanisms but remains consistent with the
broader patterns identified in our analysis. Although we acknowledge the time gap, we believe this study remains a
meaningful contribution to the literature based on the timeframe in which the data were collected.

The more recent insights demonstrate the continued relevance of the trends identified in our dataset,
particularly the persistence of cryptocurrency for criminal use, decentralized payment mechanisms, and evolving
regulatory responses. Unfortunately, there has been an absence of a coordinated transnational response to abuses
by criminals of cryptocurrency or a collaborative legal response between the United States and Europe as there are
now fundamental differences because the United States legal system has eschewed a commitment.

Eighty percent of the over 400 identified IOPs with associated payment data accepted cryptocurrencies. A lesser
number accepted credit cards (48.5%), third-party payments (43.8%), money transfers (30%), bank transfers (14.6%),
and gift cards (12.9%) as a form of payment, as shown in Figure 1 below. This reveals the centrality of cryptocurrency
in illicit marketplaces and in IOPs in particular, a finding that establishes common financial attributes with e-
commerce for other forms of illicit activity such as narcotics and child sexual material [30]. According to Chainalysis,
a major firm in the cryptocurrency analytics field, cryptocurrency is most frequently used for sanctions evasion.
Although IOPs are a small share of the cryptocurrency market today the illicit pharmacy market is dominated by the
use of Bitcoin, there is pernicious use for this form of cryptocurrency. This form of payment is not generally
associated with legitimate online pharmaceuticals. For example, such widely used online platforms as Walgreens
rely on credit card payments and have no possibility of using Bitcoin as a payment method.

IOP Payment Methods
90
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Figure 1: IOP Payment Methods Overview.

The data analysis reveals that over 65% of the transactions involve banks through credit cards and bank
transfers. The 65% figure refers to the proportion of analyzed domains advertising payment mechanisms involving
traditional banking infrastructure, including credit card systems and bank transfers, rather than estimated
transaction volume. This shows that legitimate financial institutions such as banks are key contributors to the
purchase of possibly dangerous pharmaceuticals. It suggests that there should be much more analysis by the
banking sector of the charges made to their credit cards as well as the bank transfers, they process.

Credit card payments have a variety of benefits, perhaps most importantly that most consumers (especially in
the developed world) own a credit card and thus can make this form of payment quickly and easily. Approximately
21% of the world uses credit cards, but these numbers are as high as 83% in Canada, which is a hosting center of
IOPs [32]. Despite these benefits, credit card merchant accounts are difficult to set up for IOPs. To gain access to
credit card payments, IOPs must essentially work around the system to gain access to credit card payments through
third-party payment processors. This is because many of the major payment processors or aggregator platforms
classify pharmacies as prohibited or restricted businesses due to regulatory complexity, chargeback risk and
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reputational concerns [26]. Once established, it is likely that the merchant account will be shut down or suspended
at some point and again after re-establishment, making this a convenient but risky payment method for IOPs. It is
worth noting that while all vendors are at risk of chargebacks or a reversal of payment when accepting credit cards
as a method of payment, this is unlikely to be the case for IOPs unless they are non-delivery scams which do not
provide actual product after making a transaction. Corruption within the financial sector, especially in countries with
less regulated markets, can also facilitate payments by moving illicit funds through legitimate institutions such as
banks, credit card companies, and third-party payment processors [11].

Finally, a few of the benefits of third-party processors are ease of setup and popularity. IOPs experience less
friction in getting service established through third parties than through alternative payment methods such as credit
cards or bank transfers. Additionally, third-party payments are becoming increasingly more popular and are easily
integrated into the domain’s website. The most common third-party payment processors used by IOPs are PayPal,
Venmo, and CashApp. PayPal owns Venmo and accounts for 22% of all online transactions in the US [40]. While
there are many benefits to using third-party payment processors, there are also costs for their convenience. Many
charge a fee for processing and third-party payments can also be traced and disrupted by police and other
enforcement entities.

Based on the data in Table 1 below, over 80% of stand-alone domains accept two or more payment methods,
while only approximately 19% accept only one form of payment. These findings demonstrate how vendors rarely
rely on only one form of payment, likely as a precaution against having their accounts suspended, blocked, or seized.
They diversify payment methods to reduce risk.

Table 1: Number of Payment Methods by Domain (Stand-Alone and Connected).

Number of Methods Stand-Alone Connected
1 19% 14%
2 44% 35%
3 31% 42%
4 4% 8%
5 1% 2%

Research was conducted on the connections among the IOP sellers suggesting that many were linked in
ownership, or companies of illicit sellers had many diverse platforms. Connected networks were determined by
identifying at least two links between domains. Indicators of network connections include shared IP address, email
address, phone number, website template, MX server, or other shared information. Once two of these links were
identified and confirmed, the domain was then categorized as being connected. Network determination was
primarily determined by analyzing domain name service (DNS) data through a variety of methods and tools,
including Domain Tools, a commercially available product suite including Domain Tools Iris, the company’s
comprehensive threat intelligence and investigation platform designed to help analysts and investigators identify,
track, and analyze malicious infrastructure. For example, analysis allowed us to determine the registrant (domain
owner), phone number, email address, IP address, and other important information that could help establish links
with other domains. It should be noted here that sometimes this information is unavailable, redacted for privacy,
or strategically falsified to obfuscate IOP activity. As shown through studies such as Altana's Atlas [33], the
redundancy of these illicit networks exists in the ecosystems of other illicit marketplaces including the dark web
trade of drugs as well as human trafficking supply chains. The authors also processed the data by removing all
known connected networks and retaining known and newly connected networks. As a result of cleaning and refining
the data and removing duplicates, we had a subset of 161 stand-alone domains and 60 networked domains, a total
of 221 domains for which we conducted more in-depth payment analysis.

Table 2 provides an overview of Payment Methods accepted by Connection Category measured in percentage.
Because sellers accept more than one payment method, the sum of each column totals over 100%.
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Table 2: Payment by Connection Category (Percentage).

Methods Stand-Alone (N=161) Connected (N=60)
Credit Card 24.84 64.20
Third Party 61.49 32.10
Cryptocurrency 88.20 75.31
Money Transfer 33.48 40.00
Bank Transfer 13.12 30.00

Based on data in Table 2, over 88% of stand-alone domains accept cryptocurrency as a payment method, and a
slightly lower percentage of connected domains (75.31%) accept cryptocurrency, demonstrating the high percentage
of IOPs that accept cryptocurrency as a key, though not exclusive, accepted payment method for products and/or
services. This is consistent with findings by Chainalysis on the centrality of cryptocurrency as an IOP payment
method [31]. Stand-alone domains (61.49%) accept third-party payments at a higher rate, while connected domains
tend to accept more credit card payments (64.20%). Both stand-alone and connected domains also accept money
transfers (33.48% and 40.00%, respectively).

Based on the data, connected domains did not commonly combine direct credit card acceptance with
cryptocurrency payments. The authors also note that connected networks may rely more heavily on layered third-
party processors and distributed payment structures to reduce exposure to merchant account disruptions and
compliance monitoring.

The use or acceptance of multiple payment methods provides IOPs the broadest possible customer base to buy
their products. The high percentage of payment option overlap between stand-alone and connected domains
suggests that there is a standard modus operandi for IOP preferred payment methods.

Table 3: Combined Two-Payment Methods by Connection Category (Percentage).

Methods Stand-Alone Connected
Credit Card + Crypto 5.8 0
Cryptocurrency + 3rd Party 35.3 48.33
3rd Party + Credit Card 1.38 3.33

Based on the data in Table 3, only 5.8% of stand-alone domains accept both credit cards and cryptocurrency. In
contrast, and interestingly, none of the connected domains accepted this payment method combination. As the
most common payment combination, approximately 35.3% of stand-alone domains and 48.33% of connected
domains accept a combination of cryptocurrency and third-party payments. The authors also analyzed websites for
the combined use of three or more payments. While cryptocurrencies, money transfer, and third-party payments
were the most commonly accepted payment methods by IOPs, these percentages were relatively low compared to
those reported in Table 3, as only approximately 10% of IOP sellers used three or more payment methods.

As shown in Table 4, each payment method entails specific benefits and risks or costs for IOPs. Given the illicit
nature of their activity, IOPs must balance maximizing profits while also minimizing risk of detection and disruption.

Table 4: Cost-Benefit Analysis of IOP Payment Methods.

Method Benefits Costs/Risks
Crypto Less risk of detection/disruption Requires technical knowledge
Credit Card Readily available Difficult to establish merchant account; risk of shut down
Third-Party Processor Ease of set up, frictionless, popular Significant associated fees; can be shut down
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One benefit of accepting cryptocurrencies as a payment method is that there is often less risk of detection and
disruption for IOPs, though cryptocurrency transactions and wallets can be tracked [36]. A disadvantage of accepting
cryptocurrencies is that this payment method requires a particular level of experience or technical skill on behalf of
both the vendor and buyer. While the necessary level of technical skill for crypto transfers can be a challenge, most
IOP vendors are able to establish crypto wallets and complete crypto payments due to their consistent involvement
in illicit trade.

Companies such as Chainalysis have developed the capacity to monitor the cryptocurrency payments used by
|IOPs. The Medical and Healthcare Products Regulatory Agency in the UK (MHRA) monitored online purchases of
pharmaceuticals and made four test purchases [12]. This provided MHRA with addresses operated by the actors
running the shop. Once these actors received MHRA's payments, they transferred the funds to several intermediary
addresses. Eventually, the funds reached a mainstream exchange, which likely represents the cash-out point for the
operator of the online pharmacy. The intermediary addresses also received funds from addresses that behave in
the same fashion as MHRA's target and are likely other services that are part of the same malicious group. Upon
completion of these test transactions, MHRA discovered that the actors had transferred millions of dollars to the
same mainstream exchange, some but not all of which likely came from the sale of illicit medicines [12]. There are
many more jurisdictions that are using the analytics that Chainanalysis and other similar companies provide.
Unfortunately, as diverse panels at the OECD anti-corruption week conference in March 2026 revealed, that there
are increasing difficulties in putting together cooperative investigations between the United States and European
countries.

Based on this study of the payment method data connected with the IOPs, a key takeaway is that most IOP
vendors will accept credit cards where possible. But keeping merchant accounts open is difficult when illicit activity
is often detected and disrupted. Because of the risk of account shutdown, IOPs use multiple (two or more) payment
methods while offering credit card payments when possible. While establishing and maintaining an illicit merchant
account can be time consuming, risky, and difficult, IOPs that accept credit cards are often able to conduct larger
volumes of business due to the widespread use of credit cards, especially in North America (e.g., Canada and the
United States). Because credit card merchant accounts are difficult to maintain by IOPs, many vendors, especially
those who are newly established or not connected, commonly use third-party payments, an increasingly popular
payment method. This shift from the slower money transfer process in the past to the faster third-party, credit card,
and cryptocurrency payments represents a continuing trend in the illicit pharmaceutical trade and adds increased
rapidity and convenience for purchasers. Therefore, those seeking to combat IOPs need to understand and follow
the latest and fastest forms of financial payments if they seek to disrupt these dangerous supply chains.

4. Conclusions

This study, by focusing on following the money in relation to I0OPs, offers a different perspective on the problem.
The research analysis shows that following the money and payment methods of IOPs sets them apart fundamentally
from legal online providers (LOPs). LOPs are committed to preventing counterfeits from entering their platforms
and ensure that readily traceable forms of payment are used by purchasers. As our research shows, in contrast,
80% of I0Ps offer payment in digital currencies such as bitcoin that require special skills to unravel the source and
destination of the money.

The IOPs are often part of diversified criminal networks, as an examination of the accounts associated with
bitcoin payments from the UK medical service has shown. As part of the ecosystem of counterfeits, the production
and sale of these products may be tied to forced labor as well as other forms of illicit activity [38].

The illicit trade in pharmaceuticals and counterfeit medical supplies is becoming an increasing concern for
multinational organizations as it has such important implications for health as well as national, international, and
economic security [38]. Vast investments in research and development of lifesaving drugs may be compromised as
harmful side effects are reported from their use. But these side effects are not the result of the use of legitimate
product, but rather from the infiltration of counterfeit and harmful products into the legitimate supply chain. In the
absence of the recognition that counterfeit and diverted medicines may have been prescribed, the medicines may
be discredited in medical records. Therefore, the existence of IOPs that facilitate the entry of low-quality or harmful
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products provides another challenge for pharmacovigilance that is outside the usual skills of the pharmaceutical
industry. But after the investment of sometimes billions of dollars over years through research and clinical trials to
develop medicines that can extend lives or even cure patients, this work is undone by the illicit economy that
facilitates the entry of dangerous and illicit medicines into legitimate supply chains. The consequences are
multifaceted, including great negative costs for human lives as well as pharmaceutical innovation.

As this article has shown, combatting the problem of IOPs requires the application of Al and large-scale data
analytics. There needs to be constant vigilance in detecting I0Ps advertising and selling harmful medicines and
ensuring that they are taken down and are not readily replaced by an alternative webpage where future customers
can be deceived. But INTERPOL's efforts through Pangea to stem online sales of inferior medicines remain sporadic
and not sustained, whereas the problem, as the research has shown, needs constant vigilance if harmful and inferior
medicines are to be identified and removed from supply chains. The problem of fighting IOPs is not just one of
resources but one of successful and sustainable efforts to combat the problem long term. There also needs to be
much more attention to the analytics behind the cryptocurrencies and other payment methods that are at the core
of IOP business models, to prevent money flowing to illicit actors and to ensure that funding for illicit medicines
does not flow into and intersect with other forms of illicit trade.

Some researchers have suggested that blockchain analytics may be helpful in ensuring the security of medicines
reaching patients [39]. This may prove a useful tool in securing the medicines and their supply chains, but it is not
a sustainable solution in the face of a large global criminal ecosystem for which this article has only provided a brief
introduction.

Unfortunately, the present divergence of compliance standards between the United States, Europe and other
countries makes it more difficult to develop effective national and international policies of accountability.

Recommendations to address IOPs include strengthening the role of financial institutions and payment
intermediaries within AML/CFT and law enforcement ecosystems, including banks, card networks, payment
processors, fintech platforms, and cryptocurrency exchanges as key gatekeepers capable of identifying and
disrupting illicit online pharmacy (IOP)-related financial flows. This includes compliance-oriented practices such as
enhanced transaction monitoring, merchant onboarding controls, enhanced due diligence (EDD), suspicious activity
detection, beneficial ownership verification where feasible, and the application of red-flag indicators associated with
illicit pharmaceutical activity.

From a regulatory and supervisory perspective, AML/CFT frameworks, Know Your Customer (KYC) requirements,
sanctions screening, cross-border payment oversight, and clearer expectations for platform accountability remain
central tools, particularly in jurisdictions that permit registration of payment intermediaries and digital platforms.

In parallel, private-sector coordination mechanisms, including information sharing, public-private partnerships,
typology development, coordinated disruption of high-risk payment channels, and the strengthening of industry
standards, may further improve detection and mitigation of illicit pharmaceutical merchants.

Emerging payment modalities, including cryptocurrency transactions, digital wallets, and other alternative
payment channels, continue to introduce potential avenues for regulatory arbitrage and underscore the importance
of adaptive monitoring approaches. In this context, risk-based approaches by cryptocurrency exchanges may
include enhanced due diligence supported by compliance intelligence providers or analytic tools capable of
identifying wallet exposure to known IOP typologies.

In addition, financial institutions and payment providers can play a complementary role in consumer risk
awareness by reinforcing warnings regarding high-risk online pharmaceutical purchases, particularly where non-
verified vendors or cryptocurrency-based payments are involved, leveraging existing fraud prevention
communication channels.

Finally, further consideration may be given to mechanisms that support cross-border financial intelligence
sharing specific to pharmaceutical counterfeiting, as well as the development of regulatory frameworks that
appropriately incentivize the proactive reporting of suspicious transactions by payment intermediaries, consistent
with applicable legal and compliance obligations.
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